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ABSTRACT 



A microcomputer has an Internal program memory for 
storing a program and/cr data, an external program memory 
for staring a program and/or data, a CPU for outputting a 
first address, for fetching an instruction stored at a location 
indicated by the first address from the internal program 
meiuoiy or the external program memory and executing the 
fetched instruction, and for, when flie instruction instructs to 
read out a program or data, outputting a second address, and 
an internal program memory read protection circuit for 
receiving the first address output from the CPU and check- 
ing if the first address is present in the address space of the 
internal program memory, for receiving, from the CPU, the 
second address indicating the storage location of a program 
or data to be read out in accordance with the instruction and 
checking if the second address is present in the address space 
of the internal program memory. When the first address is 
not present in the address space of the internal program 
memory and the second address is present in the address 
space of the internal program memory, the internal program 
raeraoiy read protection circuit outputs a read inhibition 
signal to the internal program memcHy. The internal program 
memory does not execute a read access upon reception of the 
read inhibitioD signal. 

12 Claims, 8 Drawing Sheets 
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MICROCOMPUTER HAYING A READ 
PROTECTION CIRCUIT TO SECURE THE 
CONTENTS OF AN INTERNAL MEMORY 

BACKGROUND OF THE JNYENTION 

The piesent invention relates to a microcomputer and, 
UKXC particularly, to a microcomputa to which an external 
program memory can be connected for expansion. 

In recent years, microcomputers to each of which an 
external program memory can be connected for e^tpansion 
are popvdarly used. Most microcomputers include internal 
data memories in each of which a prc^ram can be written by 
a central processing unit (to be abbreviated as a CPU 
hereinafter), a direct memory access controller (to be abbre- 
viated as a DMAC hereiiiaftci:), or the like. 

In such a case, the contents of an internal program 
memory can be read out to an external circuit by a program 
written in the external program memory or the internal data 
memory. 

However, disclosure of the contents of the internal pro- 
gram memoiy to a third party otha* than the developer of the 
program, the manufacturer of the microcomputer, and the 
like is often unwanted 

A conventional microcomputer cannot meet such a 
requirement, and the contents of the internal program 
memory cannot be prevented from beii^ read out by a third 
party. 

For example, in the case of an application apparatus of a 
microcomputer to which an external program memory is 
connected for e^ipansion, a third party can easily rewrite the 
contents of the extmial program memory, and can read out 
the contents of the internal program memory without per- 
mission of the devdoper of the program and the manufac- 
turer of the mlcroconiqputer by writing a program for exter- 
nally outputting the contents of the internal program 
memory of the microconq>uter in the external program 
memory, and operating the miaocomputer. 

The contents of the internal program memory can also be 
read out without consent of the developer of the program and 
the manufacturer of the miaocon^uta by writing a pro- 
gram for transferring the contents of the internal program 
memory the the internal data memory of the miaoconq>uter 
and then oulputting the contents of the internal data memory 
to an external circuit by a program written by a third party 
in the external program memoiy and operating the micro- 
computer in place of directly outputting the contents of the 
internal program memory to an external circuit. 

SUMMARY OF THE INVENTION 
It is, therefore, an object of the present invention to 
provide a microcomputer which can inhibit a third party 
from reading out the contents of an internal program 
memory of the microcomputer. 

A microcomputer according to the present invention, 
which has an internal program memory and to whidi an 
external program memoiy can be connected for expansion, 
comprises detection means for detecting if an address read 
out from a register for holding the address used upon 
fetching an instruction from the program memory is present 
in an address space of the internal program memory, and 
means for, when it is detected that the address is not present 
in the address space of the internal program memory, 
inhibiting to read the contents of the internal program 
memory by the instruction. 

The detection means detects if the address used upon 
fetching of an instractlon from die program memory is 
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present in the address space of the internal program memory, 
and when it Is detected that the address is not present in the 
address space of the internal program memccy, a read access 
of the contents of the internaJ program memoiy is inhibited. 
5 For this reason, tfie contents of the internal program memory 
can be prevented from being read out by a program 
(instructions) stored in a memory other than the intOTial 
pr(^ram memory, e.g., the external program memory, an 
internal data memory, or the like. 
10 In place of the means for inhibiting a read access of the 
contents of the internal program memory when it is detected 
that the address is not present in the address space of the 
internal program memory, the microcomputer may conqni se 
address chaining means for changing the read address to an 
1^ address odicr than that in the address space of the internal 
program msmasy, or may comprise data changing means for 
changing read data (the contents of the internal program 
memory) to other data (for example, zero) or may comprise 
instruction execution halt means for halting execution of die 
20 instruction, or may con^rise interrupt gcncratiott means for 
generating interrupts. 

Alternatively, the nucrocotqjuter may comprise means 
for, when it is detected that the address is not present in 
specific address spaces of the internal program memory, 
inhibiting a read access of the contents of the internal 
program memory, or may comprise address changing means 
for changing the address to an address other than that in the 
address spaces of the Internal program memory, or may 
comprise data changing means for changing read data (the 
contents of the internal program memory) to other data (for 
example, zero) or instruction execution halt means for 
halting execution of the instruction, or may comprise inter- 
rupt generation means for generating interrupt in such a 
case. 

35 

BRIEF DESCRIPnON OF THE DRAWINGS 

HG. 1 is a block diagram showing the arrangement of a 
microcomputer according to an embodiment of the present 
invention; 

^ HG. 2 is a block diagram showing an exan^le of the 
arrangement of an internal program memoiy read protection 
circuit of the zhicrocomputer shown in FIG. 1; 

F[G. 3 is a timing chart showing the waveforms of the 
respective signals in tiie microcon^uter shown in FIG. 1; 

FIG. 4 is a block diagram showing the arrangement of a 
microcomput^ according to another embodiment of the 
present invention; 

FIG. 5 is a block diagram showing an exan^lc of the 
50 arrangement of an internal program memory read protection 
circuit of the microcomputer shown in HG. 4; 

FIG. 6 is a block diagram showing the arrangement of a 
microcomputer according to still another embodiment of the 
present invention; 
55 FIG. 7 is a block diagram showing the arrangement of a 
microconqjuter acccx-ding to still another embodiment of the 
present invention; and 

FIG. 8 is a block diagram showing an example of the 
arrangement of an internal program memory read protection 
^ circuit of the microcomputer shown in FIG. 7. 

DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 
An embodiment of the present invention will be described 
63 below with reference to the accompanying drawings. 

A microcon^)uter aocc»:ding to this embodiment has the 
following feature. That is, when the address of an instmction 
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for reading out the contents of an internal program memory 
is not present in the address space (may be either the entire 
space or specific spaces) of the internal program memory^ a 
read access of the contents of the internal program memory 
by this instruction is inhibited, the read address is changed, 
or the execution of the instructian is halted. 

FIG. 1 shows the arrangenoent of a microcon^uter 
according to an embodiment of the present invention. A 
microcomputer 10 incorporates a CPU 11 havmg a program 
counter llOf an instruction decoder 112>, an instruction 
register 11c; an instruction execution unit 114 and an 
address register lie; an internal program memory read 
protection circuit 12; an internal program memory 13; and a 
data memory 14, and also connects an external program 
memory 20. 

The program counter 11a hcdds an adtlress indicating the 
location where an instruction to be executed, and it ou^uts 
the address onto an address bus 15. The address register lie 
ou^uts an address indicating the location where a program 
or data is stored onto the address bus 15 when an instmction 
is executed, and the program or data is read out in accor- 
dance with the instruction. 

The instruction register 11c fetches, via a data bus 16, an 
instruction output from the location (the internal program 
memory 13 or the external program memory 20) indicated 
by the address output from the program counter 11a, and 
temporanly holds the fetched instruction. The instruction 
decoder lib receives the instmction held by and output from 
the instmction register 11c; and decodes the fetched instruc- 
tion. The instruction execution unit U^f receives the decod- 
ing result from the instruction decoder 116, and executes the 
instmction. At this time, the instruction execution unit 11^ 
outputs an instruction fetch signal to the internal program 
memory read protection circuit 12 and the instruction reg- 
ister 11c, as will be described later. Upon execution of an 
instruction, when the next required address based on the 
instruction is present in the program counter 11a the instruc- 
tion execution unit Hd ou^uts a program counter selection 
signal to the program counter 11^; when the next required 
address is present in the address register- lie, the unit Hd 
outputs an address register selection signal to the address 
register lie. 

When the internal program memory read protection cir- 
cuit 12 receives an instruction fetch signal from the instmc- 
tion execution unit 114 it checks if the address indicating 
the location where the instruction at that time is stored is 
present in the address space of the internal program memory 
13, and also checks if the address indicating the storage 
location of a program or data to be read out in accordance 
with the instruction is present in the address space of the 
internal program memory 13. Only when the address of the 
instruction is not present in the address space of the internal 
jH^ogram memory 13 and the address of the program or data 
to be read out is present in the address space of the internal 
program memory 13, the protection circuit 12 ou^uts a read 
inhibition signal to the internal program memory 13. 

The internal program memory 13 is an internal memory 
for storing a program or data. The internal data memory 14 
is usually an intonal memory for storing data. The external 
program memory 20 is an external memory for storing a 
program or data. 

An address output from the program Counter 11a in the 
CPU 11 via the address bus 15 is supplied to the internal 
program memory read protection circuit 12, the internal 
program memory 13, the internal data memory 14, and the 
external program memory 20, A program or data stored in 
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one of these memories indicated by the address is read out 
as an instmction, the readout instruction is held in the 
instruction register lie via the data bus 16, and the instruc- 
tion is decoded by the instruction decoder lib, 

5 When the instmction decoded by the instruction decoder 
lib is executed by the instruction execution unit lid, an 
instruction fetch signal from die instmction execution unit 
lid is output to the internal program memory read protec- 
tion circuit 12. The internal program memory read protec- 

10 tion circuit 12 checks if the address of the instruction is 
present in the address space of the intanal program memory 
13, and also checks if the address of the program or data to 
be read out by the instruction is i^esent in the address space 
of the internal program memory 13. 

When the internal program memory read protection cir- 
cuit 12 determines that the address of the instmction is not 
present in die address space of the internal program memory 
13, and the address of the program or data to l>c read out by 
the iastraction is present in the address space of the internal 
program mcmoiy 13, the internal program memory read 
protection circuit 12 outputs a read inhibition signal to die 
internal program menoory 13, and a read access of the 
program or data is inhibited. 

On the contrary, when the address of the instruction is 

^ present in the address space of the internal program mcmoiy 
13, a read access based on this instruction is permitted 
indcpendentiy of whether or not the address of the program 
or data to be read out by the instruction is present in the 
address space of tfie internal program mcmoiy 13. On the 

^ other hand, even when the address of the instruction is not 
present in the address space of the internal program memory 
13, when the address of the program or data to be read out 
by the instruction is not present in the address space of the 
internal program memory 13, i.e., when the program or data 
to be read out is not stored in the internal program memory 
13, a read access is pennitted. 

With this control, a read access of the program or data 
stored in the internal program memory 13 is permitted only 

^ when the instruction for instructing the read access is written 
in the internal program memory 13. As a result, even when 
a third party writes an instmction for reading out a program 
or data stored in the internal program memory 13 in a 
memory (e.g., the external program memory 20 or tiie 
internal data memory 14) other than the internal program 
memory 13, a read access based on such an instmction is 
inhibited. 

HG. 2 shows an exan^le of the detailed arrangement of 
the internal program memwy read protection circuit 12. The 
5Q protection drcuit 12 comprises an address decoder 12a, a 
memory elanent iZb, and an AND gate 12c. 

The address decoder 12a receives an address transferred 
from the address bus 15, detects if the received address is 
present in the address space of the intemal program memory 
55 13, and ou^uts the detection result. 

Furthermore, an instruction fetdi signal is output from the 
instruction execution unit lid, and is supplied to the internal 
program memory read protection circuit 12. In synchronism 
with the supply timing of the instruction fetch signal to the 
60 memory dement 12^, the detection result ou^ut from the 
address decoder 12a is stored in the memory element 12b, 

When the address is present in the address space of die 
intemal program memory 13, data of logic "1" is input to 
and stored in the memory element ^2b. On the contrary, 
65 when the address is not present in the address space of the 
intemal program memory 13, data of logic "0" is input to 
and stored in the memory element 12&. 
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Hie output from the memory element 12& and the output 
from the address decoder 12a are input to the AND gate He, 
The AND gate 12c outputs a read inhibition signal, and 
supplies it to the internal program memory 13. 

When the axldress is present in the address space of the 
internal program memory 13, the memory element 12i> 
stores data of logic "1", and at this time, the memory 
dement 12b ou^uts inverted data of logic **(r to the AND 
gate t2c. When the address is not present in the address 
space of the internal program memory 13, the memoiy 
element 12i» stores data of logic **0", and ou^uts data of 
logic "r to the AND gate 12c. 

Then, an address transferred firom the address bus is input 
to the address decoder 12a. This address indicates a location 
where a program or data to be read out by the instruction is 
stored The address decod(^ 12a checks if this address is 
present in the address space ci the internal program memory 
13. When the address is present, data of logic "1" is output 
from the address decoder 12a to the AND gate 12c; 
otherwise, data of logic "0** is output from (he address 
decoder 12a to the AND gate 12c, 

When the address of the instniction is not present in die 
address space of the internal program memory 13, and the 
address of the program or data to be read out by the 
instruction is present in Ihe address space of the internal 
program memory 13, the memory element 12^ outputs data 
of logic the address decoder 12a ou^uts data of logic 
"1", and these data are oulput to the AND gate 12c, As a 
result, a read inhibition signal of logic "1" is output from the 
AND gate 12c to the internal program memory 13, thus 
inhibiting a read access by this instruction. 

On the other hand, when the address of the instraction is 
present in the address space of the internal program memoiy 
13, the memory element 12h ou^uts data of logic "0", and 
supplies it to the AND gate 12c. Therrfore, independently of 
whether or not the address of the program or data to be read 
out is present in the address space of the internal program 
memory 13, the AND gate 12c outputs a read inhibition 
signal of logic ^0*", and supplies it to the internal program 
memory 13. In this case, a read access is permitted. Even 
when the address of the instruction is not present in the 
address space of die internal program memory 13, and die 
memory element 12b outputs data of logic **1", when the 
address of the program or data to be read out is not present 
in the address space of the internal program memory 13, the 
address decoder 12c ou^uts data of logic "0" to the AND 
gate 12c, and data of logic **0" is output from the AND gate 
12c. Thus, a read access is permitted. 

FIG. 3 is a timing chart of the signals in the embodiment 
shown in FIG. 2. Referring to FIG. 3, 'T* hi "CPU opera- 
tion" represents an instruction fetch operation for reading 
out an instruction from a memory and holding the readout 
instniction by the instruction register 11c, "D'* represents an 
instruction decode operation for decxsding an instruction 
using the instruction decoder lib, and **E" rqnresents an 
instruction execution operation for executing an instruction 
using the instruction execution unit lid 

A period 101 represents a period in which when die 
address of an instruction is present in the address space of 
the internal program memory 13, the instruction is fetched 
and decoded. A period 102 rqiresents a period in which 
when the address of a program or data to be read out in 
accordance with -the instruction is present in the address 
space of the internal program memory 13, a read access is 
permitted 

A period 103 rqiresents a period in which wtien the 
address of an instruction is not present in the address space 



J0,581 

6 

of the internal program memory 13, but is present in the 
address space of the external program memory 20, the 
instruction is fetched and decoded. A period 104 represents 
a period in which when the address of a program or data to 

5 be read out in accordance with tibe instruction is present in 
the address space of the internal program memoiy 13, a read 
access is inhibited. The periods 101 to 104 will be described 
in detail below. 

During die period 101, the CPU 11 ou^uts an address 

10 from the program counter Ua to the address bus 15 to fetch 
the next instruction to be executed. This address is present 
in the address space of the internal program memory 13. 
Thus, data of logic **1" is ou^ut from the address decoder 
12a in the internal program memory read protection circuit 

ts 12, and is stared in the memory element 126. Thereafter, the 
memory element 12b ouq^uts data of logic "0". Therefore, 
the output from the AND gate 12c goes to logic and a 
read access of the contents of the internal program memory 
13 is permitted. An instniction is read out from the internal 

20 program memory designated by the address, and is held in 
the instruction register 11c in the CPU 11. The instruction is 
then decoded by the instruction decoder lli>. 

During the period 102, the instruction decoded by the 
instruction decoder 11^ is executed by the instruction execu- 
tion unit Hd Thus, the contents of the internal program 
memory 13 are read out onto the data bus 16 in accordance 
with the address transfen-ed from, e.g., the address register 
11c via the address bus 15. A read access of the contents of 
the internal program memory 13 is permitted since the read 

^ inhibition signal is at logic "0". 

During the periods 103 and 104, as described above, an 
instruction stored in a memuory other than the internal 
program memory 13, e.g., the external program memory 20 
is used in an attempt to read out the contents of the internal 
program memory 13. 

During the period 103, the CPU 11 ou^ts an address 
from the program counter 11a to the address bus 15 to fetch 
the next Instruction to be executed. This address is not 

^ present in the address space of the internal program memory 
13. Therefore, data of logic is output from the address 
decoder 12a in the internal program memory read protection 
circuit 12, and is stored in the memory element 12b. Then, 
the memory element 122r ou^uts data of logic "1" to the 

^5 AND gate 12c. 

An instruction is read out from the external program 
m^<^ designated by the address, and is held in the 
instniction register lie in the CPU 11. Then, the held 
instniction is decoded by the instruction decoder Ub. 

50 During the period 104, the instruction decoded by the 
instruction decoder lib is executed by the instruction execu- 
tion unit lid. In order to read out the contents of the internal 
program memory 13 in accordance with this instniction, the 
CPU 11 outputs the address present in the address space of 

55 the internal program memory 13 from, e.g., the address 
register 11c onto the address bus 15. The address of a 
program or data to be read out is supplied to the address 
decoder 12a in the internal program memory read protection 
circuit 12, and the address decoder 12a outputs data of logic 

(SO "r to the AND gate 12c. Thus, the ou^ut from the AND 
gate 12c goes to logic "1**, and a read access of the contents 
of the internal program memory 13 is inhibited. As a result, 
the contents of the internal program memory 13 are not read 
out 

65 As described above, according to this embodiment, the 
contents of the intemal program memory cannot be read out 
using an instruction stored in a memory outside the address 
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space of the intcraal program, memory, and can be prcvcoted 
from being disclosed to a third party. 

The above-mentioned embodiment is an example, and 
does not limit the present inventioD. For exan^le, the 
arrangement of the internal program memory read protectiott 
circuit 12 shown in FIG. 2 is an example, and the present 
invention is not Hmited to this. This protectioa circuit 12 
need only inhibit a read access of the contents of the internal 
program memory when the address from which an instruc- 
tion is to be fetched is present outside the address space of 
the internal program memory 13. For example, like in a 
miaocomputer shown in FIG. 4, an internal program 
memory 23 may incorporate an address decoder 23a in place 
of incorporating the address decodra* in an internal program 
mtemory read protection circuit 22. In this case, the address 
decoder 23a in the internal program memory 23 decodes the 
address ^ace of a memory cell 23b, and generates and 
outputs a chip (memory cell) select signal. 

FIG. 5 shows an example of the arrangement of the 
internal program memcxy read protection circuit 22 in this 
case. The internal program memory read protection circuit 
22 has a memory element 22b and an AND gate 22c. The 
memory clement 22b receives an instruction fetch signal and 
a chip select signal. Hie instruction fetch signal is ou^ut 
from the instruction execution unit lid, and the diip select 
signal is output from the address decoder 23a in the internal 
program memory 23. 

When the address is present in the address space of the 
internal program memory 23, the address decoder 23a 
ou^uts a chip select signal of logic "1"; when the address is 
present outside the address space of the internal program 
memory 23, the decoder 23a outputs a diip sdect signal of 
logic "0**. When an instruction fetch s^nal is input, the 
memory element 22b stores tiie chip select signal at that time 
in synchronism with the reception timing of the instruction 
fetch signal. When a chip select signal of logic "1" is input 
to the memory element 22h, a signal of logic •'0" is ou^ut 
and is supplied to the AND gate 22c; when a chip select 
signal of logic **0" is input, a signal of logic "1" is ou^ut and 
is supplied to the AND gate 22c. 

Then, in accordance with an instruction read out from the 
memory space designated by the address, an address indi- 
cating a location where a program or data to be read out is 
stcarcd is input to the address decoder 23a. 

When the address of the program or data to be read out is 
present in the address space of the internal program memory 
23, a chip select signal of logic "1" is output from the 
address decoder 23a, and is iispui to the AND gate 22c. In 
this case, when the address of the read instruction is present 
in the address space of the internal program memory 23, 
since data of logic "0" is output from the memory element 
Hb to the AND gate 22c, the read inhibition signal goes to 
logic "0", and a read access is permitted. On the contrary, 
when the address of the read instruction is not present in the 
address space of the internal program memory 23, since data 
of logic "1" is ou^ut from the memory element 22& to the 
AND gate 22c, the read inhibition signal goes to logic "1", 
and a read access is inhibited. 

When the address of the program or data to be read out is 
present outside the address space of the internal program 
memory 23, a chip select signal of logic •*0" is output from 
the address decoder 23a, and is input to the AND gate 22c. 
In this case, since the AND gate 22c outputs a read inhibition 
signal of logic "0" independently of whether or not the 
address of the read instruction is present in the address space 
of the internal program memory 23, a read access is per- 
mitted. 
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HG. 6 shows the arrangement of a microcomputer 30 
according to another embodiment of the present invention. 

The microcomputer 30 inccHporates a CPU 31 having a 
program counter 11^ an instruction decoder 11^, an instruc- 
5 tion register 11c, an instruction execution unit 31^ and an 
address register lie; an internal program memory read 
protection circuit 32; a program memory 13; and a data 
memory 14, and also connects an external program niemcny 
20. 

IQ An address ou^ut from the program counts 11a or the 
address register lie via an address bus 35 is supplied from 
the CPU 31 to the internal program ixiemory read protection 
circuit 32, the internal program memory 13, the Internal data 
memory 14, and the external program memory 20. 

j2 An instruction is read out from a memcHy designated by 
the address output from the program counter llo, and is held 
in the instruction register 11c via a data bus 16. The 
instruction held in the instruction register 11c is decoded by 
the instruction decoder 11^, and is executed by the instruc- 
tion execution unit did. 

While this instruction is being executed, the internal 
program memcny read protection drcuit 32 checks if the 
address supplied from the address register 11^ via the 
address bus 35 is present in the address space of the internal 

23 program memory 13. Only when the address indicating a 
location where the instruction is stored is not present tn the 
address space of the internal program memory 13, and the 
address indicating a location where a program or data to be 
read out in accordance with the instructioa is stored is 

3Q present in the address space of the internal program memory 
13, a read inhibition signal of logic "1" is output from the 
int^al program memory read protection circuit 32, and is 
supplied to the instruction execution unit 31d The read 
inhibition signal of logic "1" corresponds to an instruction 

33 execution halt command signal in this embodiment, and 
when this signal is supplied to the instruction execution unit 
314 execution of an instruction is halted. With this control, 
a read access of the contents of the internal program memory 
13 on the basis of the instniction is inhibited. On the other 
hand, when the address of the instruction is present in the 
address space of the internal program memoiy 13, or when 
the address of the instruction is not present in the address 
space of the internal program memory 13 and the address of 
a program or data to be read out in accordance with the 

^3 instruction is not present in the address space of the internal 
program memory 13, a read inhibition signal of logic is 
supplied to the instruction execution unit 3td. In this case, 
the instruction execution unit 31</ continues execution of the 
instruction. As a result, a read access according to the 

50 instruction is executed. 

In this embodiment, the read inhibition signal is supplied 
to the instruction execution unit 31</. Howevo*, the read 
inhibition signal may be supplied to the instruction decoder 
11^. In this case, when a read inhibition signal of logic 

33 is supplied to the instruction decoder lib, the decode 
operation of the instruction is halted. 

FIG. 7 shows the arrangement of a microcomputer 
according to still another embodiment of the present inven- 
tion. A microcon^uter 40 shown in FIG. 7 incorporates a 

60 CPU 11 having a program counter 11^ an instruction 
decoder 11^, an instruction register lie; an instruction 
execution unit 114 ^ address register He; an internal 
program memory read protection circuit 42; a program 
memory 13; and a data memory 14, and also connects an 

65 extemal program memory 20. 

An address output from the program counter 11a or the 
address register He via an address bus 45a is supplied from 
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tbe CPU 11 to the internal program memoiy read protection 
drcuit 42. FIG. 8 shows an example of the circuit arrange- 
ment of the internal program memory read protection circuit 
42. 

The internal program memo^ read protection circuit 42 5 
compdscs an address decoder 42a, a memory element 42^, 
an AND gate 42c, and an address changing drcuit 42^. 

As in the first and third embodiments, when an address 
supplied &om the program counter lie is present in the 
address space of the internal program memory 13, the 
memoiy element 42b outputs data of logic "0"; otherwise, 
the element 42b outputs data of logic "1". 

Then, an address indicating the storage location of a 
program or data to be read out by the instruction is supplied 
to the address decoder 42fl. When this address is present in 
the address space of the internal program memory 13, data 
of logic "r is output to the AND gate 42c; otherwise, data 
of logic "0" is ou^ut to the AND gate 42c. 

Only when the address of tbe instruction is not present, 
and the address of &e program or data to be read out in 
accordance with the instruction is present in the address 
space of the internal program memory 13, the AND gate 42c 
outputs a read inhibition signal of logic "1**. 

When a read inhibition signal of logic "1" is supplied to 
tiic address changing drcuit 42d^ the drcuit 42d outputs an 
address whidi is not present in the address space of the 
internal program memory 13 onto an address bus 45^ (ie., 
changes the address). On the contrary, when a read inhibition 
signal of logic is supplied to the address changing circuit 
424 the circuit 42^ ou^uts the same value as that on the 
address bus 45a onto the address bus 45b (ie., does not 
change the address). 

The address bus 4Sb is connected to the internal program 
memory 13, the internal data memory 14, and the cxtcmal 
program memory 20. When &e address is changed, since an 
address whidi is not present in the address space of the 
internal program memory 13 is ou^t, the contents of the 
iatcmal program memory 13 cannot be read out. With diis 
control, a third party is inhibited from reading out the ^ 
contents of the internal program memory 13 without per- 
mission of interested parties. 

The embodiments described above are only e3cen:^)lary 
and do not limit die scope of the present invention, and 
various modiUcatlons may be made within the scope cf the 
invention. In eadi of the above embodiments; an object to be 
inhibited from being read out by a third party is ^e entire 
program or data stored in the internal program memory. 
However, an object to be inhibited from bang read out may 
be stored in specific address spaces of the internal program 
memory. In this case, the contents of the internal program 
memoiy stored outside the specific address spaces can be 
read out by a third party. In such a case, only when the 
address indicating the storage location of an instruction is 
not present in the entire address ^aces of the internal 
program memoiy, and a {M-ogram or data to be read out in 
accordance with this instruction is not present in the specific 
address spaces of the internal program memory, a read 
access need be inhibited. 

What is claimed is; 

1. A microccHnputer system comfHising: 
an internal program memory for storing a program and/or 
data; 

an external program memory for storing a program and/or 
data; 63 

a CPU for outputting a first address, for fetching an 
instruction stored at a location indicated by the first 
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address frcnn one of said internal program memcsy and 
said external program memory and executing the 
fetched instruction, and for, when the instruction 
instructs to read out a program or data, outputting a 
second address; and 
an internal program memory read protection circuit for 
receiving the first address output from said CPU and 
checking if the first address Is present in an address 
space of said internal program memory, for receiving, 
from said CPU, the second address indicating a storage 
location of a program or data to be read out in acccs*- 
dance with the instruction and cheddng if the second 
address is present in the address space of said internal 
program memoiy, and for, when the first address is not 
present in die address space of said internal program 
memory and the second address is present in die 
address space of said internal program memoiy, diang- 
ing the second address to an address other dian an 
address in the address space of said internal program 
memoiy. 

2. A microcomputer according to claim 1, wherein said 
internal program memory read protection circuit checks if 
the first address is present in the address space of said 
internal program memory, in synchronism with a timing at 
which said CPU fetdies the instruction. 

3. A microcomputer according to claim 1, whcrdn said 
internal program memory read protection circuit comprises: 

an address decoder for receiving the first and second 
addresses, outputting a first discrimination result by 
checking if die first address is present in the address 
space of said internal program memory, and outputting 
a second discrimination result by checking if the sec- 
ond address is present in the address space of said 
internal program memoiy; 

a memory element for holding and outputting the first 
discrimination result output from said address decoder 
in synchronism with an instraction fetch signal output 
from said CPU; 

a logic operation element for p^oiming a logic operation 
upon recq)tion of an ou^ut from said memory element 
and the second discrimination result from said address 
decoder, and for, when the first address is not present in 
the address space of said internal program memory and 
the second address is present in the address space of 
said internal program memory, outputting a read inhi- 
bition signal; and 

an address changing drcoit for, when said logic operation 
element outputs the read inhibition signal, changing the 
second address to an address other than an address in 
the address space of said internal address memory. 

4. A microcoiiq)ut^ system comprising: 

an internal program memory for storing a program and/or 
data; 

an external program memoiy for storing a program and/or 
data; 

a CPU for outputting a first address, for fetching an 
instruction stored at a location indicated by the first 
address from one of said internal program memory and 
said external program memory and executing the 
fetched instruction, and for, when the instruction 
instructs to read out a program or data, outputting a 
second address; and 

an internal program memory read protection circuit for 
receiving the first address output from said CPU and 
checking if the first address is present in an address 
space of said internal program memory, for receiving, 
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from said CPXJy the second address indicating a storage 
location of a program or data to be read out in accor- 
dance with the instruction and checking if the second 
address is present in the address space of said internal 
program niemory» and for, when the first address is not 5 
present in the address space of said internal program 
memory and the second address is present in the 
address space of said internal program memory, out- 
putting an instruction execution halt command signal to 
said CPU, 10 
wherein said CPU halts eicecutlon of the instruction upon 
reception of the instruction execution halt command 
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5. A microcomputer according to daim 4, wherein said 
internal program memory read protection circuit checks if 
the first address is present in the address space of said 
internal program memory, in synchronism with a timing at 
which said CPU fetches the instruction. 

6. A miaocomputer according to daim 4, wherein said 
internal program memory read protection circuit con^iriscs: ^ci 

an address decoder for receiving the first and second 
addresses, outputting a first discaiminatlon result by 
checking if the first address is present in the address 
space of said internal program memory, and outputting 
a second discrimination result by checking if the sec- ^5 
end address is present in the address space of said 
internal program memory; 

a memoxy element for holding and outputting the first 
discrimination result output from said address decoder 
in synchronism with an instruction fetch signal ou^ut 
from said CPU; and 

a logic operation element for performing a logic operation 
uponrecqjtion of an ou^ut from said memory element 
and the second discrimination result £rom said address 
decoder, and for, when the first address is not present in 
the address space of said internal program memory and 
the second address is present in the address space of 
said internal program memory^ ou^utting the instruc- 
tion execution halt command signal. 

7. A microcomputer system con^sing: 
an internal program memory for storing a program and/or 

data; 

an external program memory for storing a program and/or 
data; 43 

a CPU for outputting a first address, for fetching an 
instruction stored at a location indicated by the first 
address from one of said internal program memory and 
said extmal program memory and executing the 
fetched instruction, and for, when the instruction 50 
instructs to read out a program or data, outputting a 
second address; and 

an internal program memory read protection circuit for 
receiving the first address output from said CPU and 
checking if the first address is present in an entire 55 
address space of said internal program memory, for 
receiving, from said CPU, the second address indicat- 
ing a storage location of a program or data to be read 
out in accordance with the instruction and checking if 
the second address is present in a specific address space 60 
of said internal program m^ory, and for, when the first 
address is not present in the entire address space of said 
internal program meniory and the second address is 
present in the specific address space of said internal 
program memory, changing the second address to an 65 
address other than an address in the specific address 
^ space of said intanal program memoiy. 



8. A microcomputer according to claim 7, wherein said 
internal program memory read protection circuit checks if 
the first address is present in the entire address space of said 
internal program memory, in synchronism with a timing at 
which said CPU fetches the instmction. 

9. A microcomputer according tx> claim 7, wherein said 
internal program memory read protection drcuit comprises: 

an address decoder for receiving the first and second 
addresses, outputting a first disaimination result by 
checking if the first address is present in the entire 
address space of said internal program memory, and 
outputting a second discrimination result by checking if 
the second address is fo'esent in the specific address 
space of said internal program memory; 

a memory element for holding and outputting the first 
discrimination result ou^ut from said address decoder 
in synchronism with an instruction fetch signal output 
from said CPU; 

a logic operation element for performing a logic operation 
upon reception of an ou^ut from said memory clement 
and the second discrimination result from said address 
decoder, and for, when the first address is not present in 
the entire address space of said internal program 
memory and the second address is present in the 
specific address space of said internal program 
memory, ou^utting a read inhibition signal; and 

an address changing circuit for, when said logic operation 
element outputs the read inhibition signal, changing the 
second address to an address other than an address in 

. the specific address space of said internal address 
memory. 

10. A microcoitpiter system comprising: 

an internal program memory for storing a program and/or 
data; 

an external program memory for storing a program and/or 
data; 

a CPU for outputting a first address, for fetching an 
instruction stored at a location indicated by the first 
address from one of said internal program memory and 
said external program memory and executing the 
fetched instruction, and for, when the instmction 
instructs to read out a program or data, ou^tting a 
second address; and 

an internal program memory read protection circuit for 
receiving the first address output from said CPU and 
checking if the first address is present in an entire 
address space of said internal program memory, for 
receiving, from said CPU, the second address indicat- 
ing a storage location of a program or data to be read 
out in accordance with die instruction and checking if 
the second address is present in a specific address space 
of said internal programmemory, and for, when the first 
address is not present in the entire address space of said 
internal program memory and the second address is 
present in the specific address space of said internal 
program memory, outputting an instruction execution 
halt command signal to said CPU, 

wherein said CPU halts execution of the instniction upon 
reception of the instruction execution halt command 
signal. 

11. A microcomputer according to claim 10, wherein said 
internal program memory read protection circuit checks if 
the first address is present in the entire address space of said 
internal program memory, in synchronism with a timing at 
which said CPU fetdics die instruction. 

12. AmiGrocon^)ute^ according to daim 10, wherein said 
internal program memory read protection circuit conoprises: 
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an address decoder for receiving the first and second 
addresses^ outputting a first discrimination result by 
checking if the first address is present in the entire 
address space of said internal program memory, and 
ou^utting a second discrimination result by checking if 5 
the second address is present in the spedflc address 
space of said internal program memory; 

a memory element for holding and on^utting the first 
discrimination result ou^ut from said address decoder 
in synchronism with an instruction fetch signal ou^ut 
from said CPU; and 



14 

I logic operation dement for performing a logic operation 
upon recq)tion of an output firom said memory element 
and the second discrimination result from said address 
decoder, and for, when the first address is not present in 
the entire address space of said internal program 
memory and the second address is present in the 
specific address space of said internal program 
memoiy, outputting the instruction execution halt com- 
mand signaL 
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